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Interested	in	InfoSec	&	Biohacking.	Profession	security	architect.	I	love	reading	and	running.	Â	«Treating	your	password	like	your	toothbrush.	Don't	let	anyone	else	use	it,	and	take	a	new	one	every	six	months.	-	Clifford	Stollwe	I	use	the	keys	to	unlock	the	doors	and	use	the	locks	to	protect	our	private	properties.	In	the	digital	world,	we	do	the	same.
While	keys	have	many	Ã	¢	â,¬	Å	"Forms,	Ã	¢	â,¬"	The	most	common	is	still	the	password.Passwords	has	been	used	as	a	base	of	authentication	for	years.	While	passwords	are	still	a	great	part	of	the	Our	landscape	Cyber,	have	been	in	decline	for	more	than	a	decade.	But	in	the	end,	we	will	face	a	moment	when	the	password	is	no	longer	a	proof	of	our
Self	Digital.	Principles,	using	a	password	to	access	a	system	is	a	method	Authentication.	According	to	[ISC)	Ã	¢	â²	CBK	|	Common	knowledge	body	Ã	¢	â,¬	"ISC2,	Ã,	authentication	is	when	the	user	provides	a	credential	to	the	system	to	demonstrate	identity.	The	authentication	factor	can	be	of	the	following	types:	something	you	have	arestometric	that
you	have	something	you	can	know	a	password	is	an	example	of	something	you	know.	It	is	a	mechanism	to	have	an	authentication	factor.	A	system	is	based	on	a	secret	that	login	users	must	store	and	expose	to	demonstrate	one's	identity.	This	case	may	seem	quite	simple,	but	has	profound	implications.	The	problem	with	password	authentication
methods	that	require	exclusively	username	and	passwords	are	intrinsically	vulnerable.	Attackers	could	guess	or	steal	credentials	and	obtain	unauthorized	access	to	unauthorized	information	and	systems	using	various	techniques,	including:	Brute	force	attacks	Ã	¢	â,¬	"using	programs	to	generate	random	username	/	password	combinations	or	exploit
them	weak	passwords	such	as	"phishingÃ	¢	Ã	¢	â,¬	å"	123456.ã,	â,¬	Ã	¢	â,¬	"using	false	emails	or	text	messages	to	deceive	a	victim	to	respond	with	their	credential	attacks,	intercepting	Communications	traffic	(for	example	on	public	wifi)	and	reproducing	the	filling	of	credentialedicial-Ã	¢	â,¬	"injecting	stolen	or	leaked	credentials	from	an	account	to
access	other	accounts	that	belong	to	the	same	user	(people	often	use	the	same	combination	Username	/	Password	plus	account)	Keylogging	KeyLogging	Ã	¢	â,¬	"Installing	malware	/	hardware	on	a	computer	to	capture	username	/	password	Tastelickespassword	fatigueToday,	we	all	rely	on	various	apps	to	perform	our	work.	With	this,	we	are	forced	to
memorize	and	track	all	the	access	credentials	for	each	of	these.	Furthermore,	password	modification	frequently	is	tiring	for	us	in	front	of	a	computer.	Grasped	with	the	SPRAWL	password,	users	take	risks	such	as	the	application	of	the	same	weak	password	passwords,	repeating	password	or	post	password	on	sticky	actors.	Cyber	hygiene	practices	-	in
password	management	to	install	computer	attacks	and	data	theft.	The	compromised	credentials	to	obtain	unauthorized	access	is	a	main	proceedings	(80%)	â	â	â	â	â	â	â	€	œThe	violations.	Password	die	lasting	years,	the	security	industry	produces	more	authentication	alternatives	to	replace	passwords	as	the	norm.	These	solutions	extend	the
technological	spectrum:	something	you	have:	badges	of	proximity,	physical	tokens	or	USB	devices	(complying	fido2)	software	software	or	certificate	mobile	phone	application	(sms,	one-time-code	(otc))	something	you	are:	biometrics	Ã,	â,¬	"fingerprint,	palm	trees,	voice	or	facial	recognition	or	scanningbut	retina	The	question	is,	with	so	different
choices,	considerably	safer	available,	why	are	passwords	still	in	circulation?	Three	drivers	are	keeping	passwords	from	'out	of	stage.1	#	cost	Ã	¢	â,¬	"La	It	is	that	the	most	economical	applications	and	online	tools	are	now	available	with	password-based	authentication	by	default.	Companies	let	them	set	up	their	IT	networks	and	departments	to	support
this	identity	management	system.	I	â	€
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